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Communi cation method and system 



The present invention relates to a communication method 
5 and system for transmitting data between data processing 
devices via a communication network. 

The exchange of data between data processing devices is 
becoming increasingly popular and widespread in work 

10 environments as well as for private use. Services and 
applications, as for example "email" (electronic mail) 
and remote data base research, applications using an 
"Internet" and the like are well known. These 
applications are designed to make use of networks of 

15 computers, connected to each other via communication 
links for exchanging application related data. The 
exchange of data between data processing devices or 
computers, respectively, via the network is usually 
facilitated by specific rules or communication 

20 protocols, mainly implemented in software, which assure 
the execution of the same prespecified processing steps 
for data transmission at the sending as well as at the 
receiving computer. 

25 For exchanging data, data processing devices or computer 
of a network do not necessarily have to be connected by 
fixed communication lines, communication can be 
conducted via temporary links and indirect links, 
respectively, and, in networks different types of data 

30 transmission may be combined. 

Two basic techniques for communication via a network or 
a network of networks may be distinguished: Firstly, 
data can be transmitted via a switched or direct 
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communication line, respectively, e.g. used in a 
telephone network. This first technique is also termed 
circuit switched transmission. Secondly, data can be 
transmitted in small chunks or packets, which are all 

5 individually routed to the recipient via the network, 
possibly on different paths and with different 
transmission times . This technique is also termed packet 
switched transmission. For packet switched transmission 
of information, communicating devices do not have to be 

10 connected directly, since the packets of information are 
transmitted in the network. in steps between usually 
several nodes of the network, which may intermediately 
store the packets before further transmission. However, 
it is required for both, circuit switched transmission 

15 and packet switched transmission, that prespecified 

" rules or protocols for data exchange are mutually obeyed 
by the sending and the receiving data processing device. 
As mentioned before, both techniques may be used in 
combination, e.g., in compound networks. 

20 

A large variety of networks of data processing devices 
exists, usually designed for specific applications and 
environments. For example, local area networks are used, 
for smaller communities such as company sites or 
25 university campuses, whereas wide area networks are used 
for connecting computers over larger distances or local 
area networks amongst each other. 

A well known and widely used network is the so-called 
30 "Internet", connecting data processing devices via a 
network of interlinked nodes virtually all over the 
world. An essential characterizing feature of the 
"Internet" is the use of a set of common rules or 
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protocols for transmitting and receiving data- at data - 
processing devices via communication links of various 
types . 

5 Subscribers of "Internet" services often connect their 
personal computer via a regular telephone line to an 
access node of the "Internet", in order to establish a 
link to the network. Usually, this involves connecting 
the computer via a modem to the telephone line, to dial 

10 a prespecified number to access the nearest node of the 
network and to perform certain access and security 
routines. After the subscriber is connected to the 
network, data communication between the subscriber's 
computer and the access node or any another computer of 

15 the network via the access node can be easily performed 
using various application programs. 

The actual communication is handled by a set of 
protocols and largely remains invisible to the user. 
20 Such sets of communication protocols, also termed 

protocol suites, used for exchanging data between data 
processing devices are usually hierarchically layered, 
which each layer performing a certain task, from high 
level communication commands down to the actual 

i 

25 management of the physical medium used for transmitting 
data. Tasks include, for example, partitioning a message 
into individual data packets, scheduling the packets for 
transmission, generating signals corresponding to the 
data of the packets suitable for transmission over the 

30 used communication link and the like. 

A widely used protocol suite for "Internet" applications 
for exchanging data between data processing devices is 
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the so-called TCP/IP protocol suite. TCP/IP was 
initially developed to connect a number of different 
networks designed by different vendors into a network of 
networks, the "Internet". TCP/IP delivers some basic 

5 services frequently needed for data exchange between 
data processing devices, such as file transfer, 
electronic mail and remote logon. The set of protocols 
is responsible for guaranteeing that data reach the 
designated recipient. The protocols keeps track of data 

10 sent and retransmit anything that did not arrive 

properly. If a message is too large for transmission in 
a single packet, e.g., the text of a message, it is 
split up into several packets and subsequently those 
packets are scheduled for transmission. 

15 

If packets of data are transmitted in a network, as 
described above, the communication link does not require 
a permanent connection, since all packets are sent 
individually with individual headers containing address 
20 and recipient information. It is perfectly possible that 
packets of the same message are transmitted via 
different physical paths and arrive at different times, 
even in reversed order. 

25 However, it is possible, that the communication network 
does not only use a physical medium suited for packet 
switched transmission, e.g., networks using direct lines 
may be included, as outlined before. In the following 
therefore a case is considered, where the communication 

30 link includes a mobile communication network. It be 

assumed, that a computer is connected to a network via a 
mobile station and a mobile communication link and the 
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data packets exchanged with another computer are 
therefore transmitted via said mobile station. 

This example is further illustrated in Fig. 7 showing a 

5 known communication system. In Fig. 7, a first data 
processing device Cl is connected to a second data 
processing device C2 via a communication network CN, an 
interface I and an "Internet". Due to the nature of the 
communication network, it can occur that some data 

10 packets are lost during transmission due to states of 
the communication network. For example, during handover 
procedures between two base stations of the mobile 
communication network, the communication line is 
temporarily interrupted for a short period of time of 50 

15 to 300 ms. Although this does not significantly degrade 
the quality of transmitted speech, however, the loss of 
data packets being sent during the short interruption of 
the network, can trigger certain reactions of a data 
processing device, controlled by the particular 

20 protocols used, which are responsible for data 

transmission. This can significantly degrade the overall 
data transmission speed. 

For example, the TCP/IP protocol suite incorporates an 
25 avoidance algorithm and an algorithm for congestion 
control which may be triggered by the loss of packets 
due to temporary interruptions of the communication 
network. Thus, the effects of a handover procedure of a 
communication link in the mobile communication network 
30 may be misinterpreted as the occurrence of congestion 

and may trigger algorithms designed to cope with network 
congestion and which degrade the application data 
throughput unnecessarily. 
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It is therefore object of the present invention to 
provide a communication method and system for improved 
transmission rate of data packets transmitted between 
5 data processing devices via a communication network. 



This object of the invention is solved by a 
communication method with the features of claim 1 . The 
object of the invention is further solved by a 
10 communication system with the features of claim 15. 

The method and system according to the invention 
advantageously allow to determine data packets or groups 
of data packets which were lost or will be lost during 
transmission due to a temporary interruption of the 
communication link, established via the communication 
network, based on information received from the 
communication network, and allow to transmit said data 
packets or groups of packets at a later time. 

A further advantageous embodiment of the invention 
allows to intermediately store data packets scheduled 
for transmission in a temporary storage means. 

25 Further, packets which were lost or will be lost during 
transmission may be identified based on an interrupt 
message received at a data processing device from the 
communication network indicating a time period during 
which the communication link via the communication 

30 network is temporarily interrupted. This allows an 
efficient handling of packet transmission in the 
presence of a temporary interruption. 



15 



20 
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In yet another advantageous embodiment of the invention , 
based on the identification of data packets which were 
lost or will be lost during transmission, packets can be 
conveniently retrieved from said temporary storage means 

5 and transmitted at a later point in time. As an 

alternative, the transmission of data packets can be 
temporarily interrupted, if the information obtained 
from the communication network about the temporary 
interruption or interrupt message, respectively, was 

10 received before or during the temporary interruption of 
the network. 



The interrupt message can advantageously include a time 
stamp, execution time, execution time offset and an 
15 execution delay parameter for allowing an efficient 
handling of packet transmission in the presence of a 
temporary interruption. 

Further, the communication system can include a mobile 
20 communication network and the interrupt message 

indicating said period of time of temporary interruption 
of the network can be generated at a mobile station or a 
network node of said mobile communication network. 

25 In still another advantageous embodiment of the present 
invention the mobile communication network can be a GSM 
network and the message indicating the period during 
which the transmission link via the communication 
network is temporarily interrupted can be sent at the 

30 same time as a handover command, used in GSM systems for 
initiating a handover procedure of the communication 
link between two network nodes. 
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In yet another advantageous embodiment the communication 
of data packets between data processing devices can 
include transmission via an "Internet" network, 
connecting a plurality of data processing devices. 

5 

Further advantages and improvements of the invention can 
be found in the dependent claims . 

The invention can be more fully understood if seen in 
10 conjunction with the following figures: 

illustrates an embodiment of the communication 
system according to the present invention. 

illustrates another embodiment of the 
communication system according to the 
invention. 



Fig. 1 



15 Fig. 2 



Fig. 3 shows a time diagram illustrating the 
20 transmission of data packets between data 

processing devices according an embodiment of 
the invention. 

Fig. 4 shows a time diagram illustrating the 
25 transmission of data packets between data 

processing devices according another 
embodiment of the present invention. 

Fig. 5 illustrates a time diagram illustrating the 
30 transmission of data packets between data 

processing devices according another 
embodiment of the present invention. 
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Fig. 6 illustrates an embodiment of the communication 

system according to the invention including a 
mobile communication network. 



10 



Fig. 7 shows a known communication system for data 

communication . 



In the following an embodiment of the invention is 
described with respect to Fig. 1. 



Fig. 1 shows an embodiment of the communication system 
according to the present invention. Arrows included into 
the figure illustrate steps for transmitting data 
packets according to the communication method according 

15 to the present invention. The embodiment shown in Fig. 1 
includes two data processing devices CI, C2, connected 
to each other via a communication network N comprising 
two network nodes Nl, N2 . The first and second data 
processing devices may be state of the art personal 

20 computers, provided with input means, viewing screen and 
data modems . 

Said network nodes Nl, N2 are connected to each other 
via a communication link, indicated by a double arrow. 

25 The communication link can include fixed communication 
lines as well as wireless communication links. Even 
though only two network nodes are shown, the 
communication network N can include a plurality of 
network nodes and, moreover, can be composed of sub- 

30 networks using different data transmission methods, 
interconnected via interfaces. 
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The first data processing device Cl is connected to 
first transmission control means Tl. Further, the first 
data processing device Cl is connected to first 
temporary storage means Si for temporary storing data 

5 related to the transmission of messages. The first data 
processing device Cl, the first transmission control 
means Tl and the first temporary storage means SI form a 
first communication unit CU1 for exchanging data via the 
communication network N. Analogously, the second data 

10 processing device C2 is connected to second transmission 
control means T2 and second temporary storage means S2, 
which forms a second communication unit CU2 for 
exchanging data via the communication network N. 

15 The communication system according to the invention does 
not always require temporary storage means SI and S2. 
For example, if no temporary storage of data related to 
the transmission of messages is needed, e.g., as later 
described with respect to Fig. 4, temporary storage 

20 means are not provided. In this case, the first and 
second communication units CU1 are respectively 
constituted only by the first and second data processing 
devices Cl, C2 and the first and second transmission 
control means Tl, T2. Further, even though the 

25 embodiment of Fig. 1 comprises only two data processing 
devices, in other embodiments a plurality of data 
processing devices may be connected to the network nodes 
Nl and N2, and in this case any of the data processing 
devices can communicate with the remaining data 
30 processing devices. 

The illustrated embodiment of the communication system 
according to the invention is arranged for transmission 
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of data divided into data packets . Each of the data 
packets is individually provided with a header, e.g., 
containing recipient and address information for 
allowing the data packet to be safely delivered via the 
5 communication network N to the receiving data processing 
device. Usually, a message is partitioned into one or 
more data packets before transmission and upon reception 
of the data packets and the receiving data processing 
device the packets are assembled to obtain the original 

10 message. The procedures for partitioning the message 
into data packets, the transmission of the individual 
data packets using header information contained in the 
packets and the reassembling of the data packets at the 
receiving data processing device is usually handled by a 

15 set of communication protocols, as outlined earlier in 
detail. The set of protocols may be the TCP/IP protocol 
suite or any other set of protocols. 

In the following the operation of the communication 
20 system and method according to the embodiment of the 
invention illustrated in Fig. 1 is described. It is 
assumed, that data packets related to a message are to 
be transmitted from the first data processing device CI 
to the second data processing device C2 . 

25 

In a first step, the data packets are scheduled into a 
sequence of packets for transmission from the first 
communication unit CU1. The message itself and/or the 
data packets may have been generated at the first data 
30 processing device Cl or may have been received from 
another device (not shown) . 
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In a second step, the data packets scheduled for 
transmission are sent via the communication network 
nodes Nl, N2 toward the second data processing device 
C2, as indicated in Fig. 1 by the arrow denoted S12* 
5 Steps for transmitting the data packets, i.e., the 

execution of the rules for data transmission according 
to the protocols, are preferably performed by the first 
transmission control means Tl. Before transmission, said 
data packets may be temporarily stored in the temporary 
10 storage means SI connected to the first data processing 
device CI, as indicated by the arrow denoted Sll. This 
assures, that data packets are still available at the 
first data processing device CI and the first 
transmission control means Tl for a certain time period 

* 

15 after transmission. 

Even though the data packets have been correctly sent 
from the first communication unit CU1 towards the second 
data processing device C2 via the network N, it is not 

20 assured that all data packets will actually arrive at 
the second data processing device C2 . Data packets may 
be lost during transmission for a variety of reasons. 
Since each packet is sent via the network individually, 
if certain network statuses occur, some of the data 

25 packets may be discarded at network nodes or otherwise 
be lost. For example, as outlined before, if for short 
periods of time the connection via the communication 
network between the first network node Nl and the second 
network node N2 is interrupted, those packets or groups 

30 of data packets will be lost, which are transmitted via 
the communication network N during said temporary 
interruption . 



BNSDOCID: <WO 9904539A2_I_> 



WO 99/04539 PCT/EP98/04344 

13 

* 

Therefore, in accordance with the communication method 
according to the invention, in a third step, it is 
determined at the first communication unit CU1, 
preferably by the first transmission control means Tl, 

5 which data packets or which group of data packets was 
lost or will be lost during transmission due to a 
temporary interruption of the communication network N. 
This determination is based upon information received 
from the communication network N concerning certain 

10 system status. 

In a fourth step said data packets or groups of data 
packets determined to be lost are retransmitted later in 
time, after the transmission link between first and 
15 second communication unit CU1, CU2 via the communication 
network N is reestablished. The retransmission of data 
packets is preferably performed by the transmission 
control means Tl by retrieving and transmitting said 
data packets or groups of data packets stored in the 
20 first temporary storage means SI. Thus, it should be 

assured that data packets scheduled for transmission are 
temporarily stored in' the temporary storage means Si for 
a period of time which is long enough that packets will 
not be deleted from the temporary storage means Si 
25 before a retransmission of said data packets or groups 
of data packets determined to be lost during 
transmission can be performed. In the described 
embodiment of the invention, a time period of 3000 ms is 
an appropriate time frame for fulfilling the above 
30 requirement, however, in other embodiments of the 

invention time periods with different duration may be 
required or sufficient. 
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In a further embodiment according to the invention, the 
transmission of data packets may also be temporarily 
interrupted. Such a temporary interruption of the 
transmission of data packets is preferably performed by 
5 said first transmission control means Tl upon reception 
of said information from the network concerning the 
temporary interruption of the communication link, 
however, only if said inf ormation is received at the 
first communication unit CU1 before or during said 
10 temporary interruption of the network. 

The communication method according to the invention has 
above been described for a transmission of data packets 
from the first data processing device to the second data 

15 processing device via the communication network. Since . 
the transmission of data packets in the opposite 
direction follows analogous steps, however, a 
description of a transmission of data packets from the 
second data processing device. C2 towards the first data 

20 processing device Cl is not required and therefore 
omitted. 

In another embodiment of the invention, information 
received at the first or second communication unit CU1, 

25 CU2 from the network regarding system status indicating 
a temporary interruption of transmission may be sent as 
an interrupt message IM* This interrupt message may be 
sent from one of the network nodes Nl or N2 to the 
respective one of the first and second communication 

30 unit GUI, CU2 . The transmission of the interrupt message 
IM is illustrated in Fig. 1 with the arrow denoted IM. 
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The interrupt message IM may contain detailed 
information about the occurrence of temporary 

t 

interruptions of the communication link, which already 
occurred in the past, is presently occurring or will 
5 occur in the future. Also, the interrupt message IM may 
contain parameters indicating periods of time when a 
transmission of data packets from one of the data 
processing devices CI, C2 could be interrupted in order 
to avoid a loss of data packets, as described above. 

10 

In the following another embodiment of the invention is 
described with respect to Fig. 2. 

Fig. 2 shows a system for performing the communication 
15 merhod according to the invention. In the arrangement 
shown the first communication unit CU1, formed by said 
first data processing device CI, said first transmission 
control means Tl and first temporary storage means SI, 
is arranged to exchange data packets with a third data 
20 processing device C3. The first communication unit CU1 
is shown to be connected to a fourth communication unit 
CU4, formed by a fourth data processing device C4, 
fourth transmission control means T4 and fourth 
temporary storage means S4 via the communication network 
25 N containing said network nodes Nl, N2 . It is noted, as 
described with respect to Fig. 1, the first and fourth 
temporary storage means SI, S4 may not be required in 
other embodiments an may be omitted. 

30 The fourth communication unit CU4 is connected to the 
third data processing device C3 via another network, 
termed "Internet". Thus the fourth communication unit 
CU4 forms an access node or interface between the 
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communication network N and the "Internet". The 
"Internet" may be any network for transmitting data 
between data processing devices and preferably employs 
packet switched transfer of information. As outlined 

5 earlier, packet switched transfer implies that each data 
packet is individually sent, possibly on an individual 
path, using header and recipient information contained 
in each packet- For packet switched transmission of 
information, communicating devices do not have to be 

10 connected directly, as opposed to circuit switched 
transmission, as it is preferably used by the 
communication network N. 

The fourth communication unit CU4 is connected between 
15 said network node N2 and the "Internet" and transmit 
data packets between the first and the third data 
processing device Cl, C3. The fourth communication unit 
CU4 is therefore responsible to receive data packets 
from the first data processing device Cl via the network 
20 node N2 and to send said data packets towards the third 
data processing device C3 via the "Internet" and vice 
versa. As before, said first and fourth temporary 
storage means SI and S4 are provided for temporarily 
storing data packets scheduled for transmitted between 
25 the third data processing device C3 and the first data 
processing device Cl. 

In the following the operation of the arrangement shown 
in Fig. 2 is described. 

30 

If in the embodiment illustrated in Fig. 2 data packets 
are to be transmitted from the first communication unit 
CU1 towards the third data processing device C3, the 
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steps essentially correspond to the steps performed for 
transmitting information between the first and second 
communication units CU1, CU2, as previously described 
with respect to Fig. 1. A description thereof is thus 
omitted. 

In the following, a case of data transmission in the 
opposite direction is described. In this case data 
packets are transmitted from the third data processing 
device C3 to the first communication unit CU1. 



First, a message generated at or received by the third 
data processing device C3 from another data processing 
device (not shown) is partitioned into a sequence of 

15 data packets, which are scheduled for transmission and 
sent via the "Internet" towards the first communication 
unit CU1 via the fourth communication unit CU4. It is 
assumed, that at the fourth communication unit CU4 said 
data packets sent by the third data processing device C3 

20 are correctly received. 

Next it is required to forward said data packets to the 
first communication unit CU1 via the communication 
network N. Therefore, the fourth communication unit CU4 

25 performs the following steps. In a first step the 

received data packets are scheduled into a sequence for 
transmission to the first communication unit CUl, 
preferably by said transmission control means T4 . In a 
second step said data packets are sent via the 

30 communication network N, as indicated by an arrow 

denoted S22. The data packets for transmission may also 
be temporarily stored in the fourth temporary storage 
means S4, as illustrated by an arrow denoted S21. 
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In a third step, as already described with respect to 
Fig* 1, it is determined at the fourth communication 
unit CU4, preferably by the fourth transmission control 

5 means T4, which data packets or which groups of data 
packets were lost or will be lost during transmission 
due to a temporary interruption of communication link 
via the communication network N, based on information 
received from the communication network, e.g. with said 

10 interrupt message IM. 

In a fourth step, illustrated by an arrow denoted S23, 
said packets or said groups of packets are 
retransmitted, preferably by the transmission control 
15 means T4, at a later point in time, when the temporary 
interruption of the communication network N has ended. 
For a retransmission of lost packets, packets can be 
retrieved from said temporary storage means -S4, 
connected to the fourth data processing device C4. 

20 

In another embodiment, as already described with respect 
to Fig. I, upon reception of the interrupt message IM, 
the transmission of data packets may be temporarily 
interrupted until the temporary interruption of the 
25 communication network ended. 

The actual transmission of data packets between said 
first communication unit CU1 and said data processing 
device C3 via the fourth communication unit CU4 is 
30 performed using rules defined in a set of protocols, 
preferably. As outlined before, one of these sets of 
protocols frequently used in communication networks and 
networks of data processing devices such as an 
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"Internet" is the TCP/IP protocol suite. The TCP/IP 
protocol suite handles the partitioning of messages into 
data packets and the provision of headers with recipient 
and routing information to said packets and also handles 
5 the actual transmission of the data packets via the used 
network. The TCP/IP protocol suite contains various 
algorithms for congestion avoidance and flow control. 

In an embodiment of invention rules or routines are 
10 included into the set of protocols used to control data 
transmission, e.g., the TCP/IP protocol set, and/or 
routines of the used set of protocols are adapted in 
correspondence with the invention. E.g., an amendment 
may be such that data packets scheduled for transmission 
15 at one of the communication units CU1, CU2 and CU4 are 
temporarily stored in a respective one of the temporary 
storage means Si, S2 and S4. Further, data packets 
determined to be lost during transmission due to a 
temporary interruption of the communication network, 
20 based on the information received from the communication 
network, are retransmitted at a later time after- the 
|ps connection via the communication network has been 

reestablished. 

25 The protocols may also be amended, such that a 

transmission of packets is temporarily interrupted 
during the temporary interruption of the communication 
network, as described before. 

30 Preferably the amendments performed are such, that data 
transmission is still possible between communication 
units, executing a standard set of protocols, which is 
amended according to the invention, and data processing 
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devices, e.g., data processing device C3, executing a 
standard set of protocols which is not amended according 
to the invention. In other words, the amendments are 
preferably such that compatibility of protocols amended 
5 according to the invention and protocols not amended is 
maintained in all cases . 

Preferably, said transmission control means Tl, T2, T4 
are be arranged to perform said modified or included 
10 routines of the TCP/IP protocol suite or any other 

protocol suite, whereas, e.g., data processing device C3 
executes a not amended set of protocols. 

In the following, with respect to Fig. 3, an embodiment 
15 of the communication method according to the invention 
is described. 

Fig. 3 shows a time diagram illustrating the 
transmission of data packets via a network which may 
20 comprise the communication network N or the 

communication network N and the "Internet" in the 
presence of temporary interruptions of the communication 
link for the transmission of data packets via the 
communication network N. 

25 

Illustrated at a first time axis D31 with the time t is 
the status of the communication link via the 
communication network N. In the case shown, the 
communication link is undisturbed from a time instant 
30 t30 to a time instant t31 but transmission via the 

communication network is interrupted between the time 
instant t31 and a time instant t32. After time instant 
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t32 transmission via the communication network N is 
again undisturbed. 

The second time axis, denoted D32, illustrates the 
5 transmission of data packets from the first 

communication unit CU1 towards the second communication 
unit CU2. The particular direction of transmission is 
assumed only for the sake of convenience, data 
transmission between other communication units or data 
10 processing devices may follow the same time sequence. 

Along the second time axis D32 the transmission of data 
packets PI to P7 from the first data processing device 
CI to the second data processing device C2 is 
illustrated. 

15 

Along a third time axis D33, a transmission of data 
packets lost during transmission via the communication 
link is illustrated, preferably executed by the first 
transmission control means Tl using the first temporary 

20 storage means SI. As mentioned before, the interruption 
of packet transmission or retransmission' of data packets 
lost during a temporary interruption of the 
communication network may, for example, be handled by 
the suitably amended TCP/IP protocol suite or any other 

25 protocol suite, as outlined before. 

In the following, the operation of the embodiment of the 
communication method according to the invention is 
described with respect to Fig. 3. 

In a first step the sequence of data packets Pi - P7, 
scheduled for transmission, is transmitted from data 
processing device Cl via the network towards the second 
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data processing device C2 ♦ During the transmission of 
data packets PI and P2 transmission via the 
communication network N is uninterrupted and said data 
packets PI and P2 arrive at the second data processing 
5 device C2 . 

During the transmission of the data packet P3, however, 
at the time instant t31 a temporary interruption of 
transmission via the communication network occurs and 

10 said packet P3 will be at least partially lost. The data 
packet P4 is transmitted entirely within the time period 
of the temporary interruption- of the communication 
network and is entirely lost. During the transmission of 
the data packet P5, at time instant t32, the 

15 communication network interruption ends and data packet 
P5 partially arrive at the data processing device C2 . In 
the following, the data packet P6 is transmitted to the 
data processing device C2 without problems. 

20 At some point in time (not indicated in Fig. 3) before a 
time instant t33, an interrupt message IM is issued by 
said communication network N, including time parameters 
concerning the temporary interruption of the 
communication network N. This message, as outlined in 

25 detail before with respect to Fig. 1 and Fig. 2, is 

processed preferably by said first transmission control 
means Tl in order to determine data packets or groups of 
data packets which are at least partially lost during 
transmission . 

30 

In the following, in a retransmission step all data 
packets, which were partially lost or entirely lost 
during transmission are retransmitted, preferably by 
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said first transmission control means Tl retrieving the 
packets from the temporary storage means SI. In the 

* 

embodiment shown in Fig. 3, data packets P3, P4 and P5 
were at least partially lost and thus, at the time 

5 instant t33, retransmission of data packets P3, P4 and 
P5 is performed, after data packet P6 has been sent. At 
a time instant t34 the transmission of data packets P3, 
P4 and P5 is completed, and regular transmission of data 
packets from data processing device CI, beginning with 

10 the data packet P7 is again started. 

It is noted, that said retransmission of lost data 
packets can be performed at any time after the temporary 
interruption ended, not necessarily after a transmission 
15 of a particular data packet. 

In the following, another embodiment of the 
communication method according to the invention is 
described with respect to Fig. 4. Fig. 4 shows a time 
20 diagram illustrating the status of the communication 
network N and steps for transmission of data packets, 
again, as an example, from said first data processing 
device Cl towards said second data processing device C2 . 

25 A first time axis D41, as before time axis D31 with 

respect to Fig. 1 and Fig. 3, illustrates the status of 
the communication network N. Transmission of data 
packets via the communication network N is temporarily 
interrupted, now between time instants t4 2 and t43. 

30 

A second time axis D42 is used to illustrate a 
transmission of data packets PI - P4 from said first 
communication unit CU1 towards the second communication 
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unit CU2 . At a time instant t41 said interrupt message 
IM containing information concerning temporary 
interruption of the communication network is assumed to 
be received at the data processing device CI and the 
5 first transmission control means Tl, respectively. 

In the following, steps for transmitting data packets . 
from the first communication unit CU1 to the second 
communication unit CU2 are described with respect to 
10 Fig, 4. 

As before, the actual transmission may be handled by the 
first transmission control means Tl using a set of 
protocols, e.g., a modified or amended TCP/IP protocol 

15 suite. First data packet PI is transmitted. The 

communication network is uninterrupted and data packet 
PI properly arrives at the second communication unit 
CU2. The same holds true for data packet P2, which will 
also be correctly received at the second communication 

20 unit CU2. 

At time instant t41, however, during the transmission of 
the second data packet P2, said interrupt message IM 
containing interrupt information of the network, 

25 concerning a temporary interruption of transmission in 

the time period from t42 to t43 is received at the first 
communication unit CUl, which upon reception of the 
interrupt message IM temporarily interrupts the 
transmission of data packets, in the case shown, 

30 immediately after transmission of data packet P2, since 
it can be predicted, that data packet P3 and following 
data packets cannot be transmitted properly due to the 
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temporary interruption of the communication link via the 
communication network N occurring at time instant t42. 

The interrupt message IM, however, also contains 
5 information concerning the time when the transmission 
via the communication network can be reestablished. 
Therefore, at time instant t43 or any other point in 
time after time instant t43, the transmission of data 
packets is restarted beginning with data packet P3. It 
10 is understood, that a communication system for 

performing the communication method according to Fig. 4 
does not necessarily require temporary storage means as 
previously described with respect to Fig. 1, 2. 

15 In the following another embodiment of the communication 
method according to the invention is described with 
respect to Fig. 5. 

In Fig. 5, a first time axis D51 denotes the status of 
20 the transmission of packets via a network, as before, 

including said communication network N . The transmission 
of data packets is interrupted between time instant t51 
and time instant t54. 

25 The transmission of data packets PI to P5 is illustrated 
along a second time axis D52 . For the sake of 
convenience, once again it is assumed that said first 
communication unit CUl transmits data packets towards 
the second communication unit CU2. 



30 



A retransmission of data packets from the temporary 
storage means Si is illustrated along a time axis D53. 
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In the following operating steps are described with 
respect to Fig. 5* 

As before, data packets Pi and P2 are correctly 
5 transmitted and received at the second communication 
unit CU2 . During a transmission of data packet P3, at 
time instant t51, however, transmission of packets via 
the communication network is temporarily interrupted and 
accordingly data packet P3 is at least partially lost. 
10 Data packet P4 is entirely lost during the temporary 
interruption of transmission via the communication 
network. 

Following, at a time instant t52, the interrupt message 
15 IM is received at the first communication unit CU1 

indicating the period of temporary interruption of the 
communication network from time instant t51 to time 
instant t54. 

20 Therefore, in a next step, upon reception of the 

interrupt message IM at time instant t52, after the 
transmission of data packet P4, transmission of packets 
is temporarily interrupted at a time instant t53, since 
it is now known that transmission via said communication 

25 network N is temporarily interrupted. 

In the following, after the temporary interruption of 
the communication network ends at time instant t54, lost 
data packets P3 and P4 are retransmitted using the 
30 temporary storage means SI. After complete transmission 
of data packets P3 and P4 from the temporary storage 
means SI, at a time instant t55, regular transmission of 
data packets from the first to the second data 
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processing device CI, C2 is restarted, beginning with 
data packet P5 . 

The described embodiment only illustrates a possible 
5 time diagram of a sequence of events during the 

transmission of data packets upon the occurrence of an 
interrupt message and a temporary interruption of the 
communication network. Other sequences of events are 
possible, e.g., lost/partially lost data packets P3, P4 
10 may be transmitted at a different point of time, e.g., 

after data packet P5. Also, transmission of data packets 
could be immediately interrupted upon reception of the 
interrupt message IM at time instant t52 such that the 
transmission of data packet P4 would be terminated. 

15 

In the following, another embodiment of the 
communication system according to the invention is 
described with respect to Fig. 6. Fig. 6 illustrates a 
communication system according to the invention 
20 including a mobile communication network according to 

the GSM standard and an "Internet", however, it is noted 
that further embodiments may include alternate 
arrangements of networks. 



25 



30 



In Fig. 6, the first data processing device Cl is again 
shown forming a first communication unit CUl with the 
first temporary storage means Si and the first 
transmission control means Tl, arranged to transmit and 
receive data packets. Said first communication unit CUl 
is connected to a mobile station MS, which may be a 
mobile telephone. The first communication unit CUl and 
the mobile station MS together form a mobile node MN. 
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The mobile node can, for example, be constituted by a 
laptop computer connected to a mobile telephone. 

The mobile station MS is connected to a series 
5 connection of devices using circuit switched 

transmission for data packets, as illustrated by a box 
with broken lines denoted CS. Shown are a Base Station 
Controller BSC for establishing radio connections as 
well as a Base Transceiver Station BTS and a Mobile 
10 Switching Centre MSC for transmitting voice or data via 
transmission links. The above devices MS, BSC, BTS and 
MSC together form a network according to the GSM 
standard, as illustrated by a box with broken lines 
denoted GSM system, 

15 

The Mobile Switching Centre MSC is connected to the 
fourth communication unit CU4, again formed by said 
fourth data processing device C4, fourth transmission 
control means T4 and fourth temporary storage means S4. 

20 Said second unit constitutes a gateway to the "Internet" 
and therefore is responsible for transmitting data 
packets received via the GSM network to the "Internet" 
and vice versa. The "Internet" preferably performs 
packet switched transmission, as illustrated in Fig. 6 

25 by a box with broken lines denoted PS. 

Finally, a data processing device C3, recipient and 
sender of data packets is shown connected to the 
"Internet", as in Fig. 2. 

30 

During operation of the system, first communication unit 

CU1 sends data packets via the mobile station MS, the 

GSM network, the second communication unit CU2 and the 
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"Internet" towards the third data processing device C3 
and vice versa, the third data processing device C3 
sends data packets to first communication unit CU1 . 

5 First, it is assumed that data packets are to be 

transmitted from first communication unit CUl to the 
third data processing device C3 . As already described 
with respect to Fig. 1, data packets are scheduled for 
transmission at first communication unit CUl and sent 

10 via the network. At the same time, data packets 
scheduled for transmission may be stored in the 
temporary storage means SI. 

Upon occurrence of a temporary interruption of the 
15 transmission of data packets via the GSM network, the 
mobile station MS transmits an interrupt message IM to 
the first communication unit CUl. A temporary 
interruption of transmission can, for example, occur 
when a handover procedure of a communication link 
20 between two devices of the mobile communication network 
is performed. The interrupt message IM sent may contain 
a time stamp indicating the current time, an execution 
time offset and an execution delay parameter. The 
execution time offset denotes a time period, beginning 

25 at the time instant indicated by the time stamp, after 
which the actual handover procedure will be executed. 
The execution delay parameter denotes the time delay of 
the execution of the handover procedure at a respective 
switching point of the GSM network, in the present case 

30 the mobile station, and may depend on the particular 
type of handover procedure performed. 
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The interrupt message IM may be transmitted from the 
mobile station MS to the first communication unit CU1 
immediately upon reception of a handover command HC at 
the mobile station MS. The handover command HC is 
5 illustrated by an arrow denoted HC and indicates towards 
. the mobile station MS that a handover has to take place. 
In the particular embodiment shown in Fig. 6, the 
handover command HC is transmitted from the Base Station 
Controller BSC to the mobile station MS, however, in 
10 other embodiments the handover command HC can also be 
issued by different units of the GSM network, e.g., the 
Base Transceiver Station BTS or the Mobile Switching 
Centre MSC. 

15 Actions taken at the first communication unit CU1 upon 
reception of the interrupt message IM from the mobile 
station MS are the same as it was described previously, 
especially with respect to Figs. 3, 4 and 5. 

In the following, a case is described where data packets 
are transmitted from the third data processing device C3 
towards the first communication unit CU1 . In this case, 
data packets are transmitted via the "Internet" to the 
second communication unit CU2, constituting a gateway 
between the packet switched traffic of the "Internet" 
and the circuit switched traffic of the GSM system. At 
the second communication unit CU2, the data packets 
received may be stored in the fourth temporary storage 
means S4. In the following, the data packets received 
are scheduled for transmission towards the first data 
processing device Cl and sent via the mobile 
communication network. 
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Upon occurrence of a temporary interruption of data 
transmission via the mobile communication network some 
data packets will be lost, as described previously in 
detail. Which data packets will be lost or are lost 
5 during transmission due to the temporary interruption is 
determined at the second communication unit CU2, based 
upon the interrupt message IM received from the network. 

Actions taken with respect to a retransmission or 
10 temporary interruption of a transmission of data packets 
towards the first data processing device CI have been 
described with respect to Figs. 3, 4 and 5 and are 
preferably executed by the transmission control means T4 
in accordance with the modified or added rules of the 
15 set of protocols for data transmission via the network. 
In the example shown, the interrupt message IM is issued 
by the Base Station Controller BSC, however, the 
interrupt message IM can be issued by any other unit of 
the GSM-network. 

20 
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Claims : 



5 1* Communication method for transmitting a plurality of 
data packets between at least two communication units 
(CU1, CU2, CU4) via a communication network (N) , the 
method including the steps of: 

a) scheduling said data packets into a sequence for 
transmission at a first communication unit (CU1 or 
CU2 or CU4 ) , 

b) sending said data packets to a second communication 
unit (CU2 or CU4 or CU1) via the communication 
network (N) , 

c) determining, at the first communication unit (CU1 
or CU2 or CU4 ) , which data packets were lost or 
will be lost during transmission due to a temporary 
interruption of the communication network (N) , 
based on information received form the 
communication network, and 

d) transmitting said data packets determined to be 
lost at a later point in time, 

2. Communication method according to claim 1, wherein 

data packets scheduled for transmission are 

temporarily stored in a first temporary storage 
device (Si or S2 or S4). 
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3. Communication method according to claim 1 or 2, 
comprising the steps of: 

- generating an interrupt message (IM) at a network 
5 node (Nl, N2, MS) indicating a time period during 

which the communication link via the communication 
network (N) is temporarily interrupted, 

- receiving said interrupt message (IM) at the first 
10 communication unit (CU1 or CU2 or CU4 ) , 

- processing the interrupt message (IM) to determine 
data packets, which were transmitted or will be 
transmitted during said period, and 

15 

- retransmitting said data packets at a time after 
the time period indicated in the interrupt message 

(IM) . 

20 4. Communication method according to claim 3, wherein 

the interrupt message (IM) includes a time stamp, 
execution time, execution time offset and an 
execution delay parameter. 

25 5 . Communication method according to one of the 

preceding claims, wherein, 

in case the interrupt message (IM) is received at 
the first communication unit (CU1 or CU2 or CU4) 
30 before the time period of temporary interruption of 

the communication network (N) , indicated in the 
interrupt message (IM) , the transmission of the 
sequence of data packets is interrupted for said 
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time period and continued after said time period 
ended. 



6. Communication method according to one of the 
preceding claims, wherein, 



in case the interrupt message (IM) is received at 
the first communication unit (CU1 or CU2 or CU4) 
within the time period of temporary interruption of 

10 , the communication network (N) , indicated in the 

interrupt message (IM), the transmission of data 
packets is interrupted for the remainder of said 
time period and, after said time period ended, data 
packets which were sent during said time period are 

15 retransmitted and the transmission of the sequence 

of data packets is continued. 



7 . Communication method according to one of the 

preceding claims, wherein the communication network 
20 (N) includes a mobile communication network (MS, 

BTS, BSC, MSC) . 



8. Communication method according to claim 7, wherein 
the interrupt message (IM) is generated at a mobile 

25 station (MS) or a network node (BSC, BTS, MSC) of 

the mobile communication network. 

9 . Communication method according to one of the 
preceding claims, wherein the mobile communication 

30 network is a GSM network. 

10. Communication method according to 9, wherein 
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the interrupt message (IM) is sent at the same time 
as a handover command (HC) used in GSM systems for 
indicating that a handover procedure of a 
communication link has to take place. 



11. Communication method according to one of the 
preceding claims, wherein data packets transmitted 
from the first communication unit (CU1 or CU2 or 
CU4) were previously received from a third data 

10 processing device (C3), or data packets received at 

the second communication unit (CU2 or CU4 or CU1) 
are transmitted to a data processing device (C3) , 
wherein the transmission of data packets involves 
an Internet. 

12. Communication method according to one of the 
preceding claims, wherein a TCP/IP protocol suite 
is used for the transmission of data by the 
communication units (GUI, CU2, CU4) and the third 

20 data processing device (C3) . 

13. Communication method according to 12, wherein 
the communication units (CUl, CU2, CU4 ) use an 
amended standard protocol set for the transmission 

25 of data, causing a temporary storing of data 

packets or a temporary interruption of the 
transmission of data packets, while a compatibility 
to the standard protocol set is maintained. 



30 14. Communication method according to 13, wherein 

data packets are temporarily stored for a period of 
less than 3000ms. 
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15. Communication system, comprising 
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- a first communication unit (CU1 or CU2 or CU4), 
formed by a first data processing device (CI or C2 
or C4) and first transmission control means (Tl or 
T2 or T4) , 

- a second communication unit (CU2 or CU4 or CU1) , 
formed by a second data processing device (C2 or C4 
or Cl) and second transmission control means (T2 or 
T4 or Tl) , 

- a communication network (N) for transmitting data 
partitioned into a plurality of data packets from 
said first communication unit (CU1 or CU2 or CU4 ) 
to said second communication unit (CU2 or CU4 or 
CUD, 

- wherein said first transmission control means (Tl 
or T2 or T4) are arranged to determine data packets 
which were lost or will be lost during 
transmission, based on information received the 
communication network (N) , and transmits said data 
packets determined to be lost to the second 
communication unit (CU2 or CU4 or CU1) at a later 
point in time . 

16* Communication system according to claim 15, 

wherein the first communication unit (CU1 or CU2 or 
CU4) comprises first temporary storage means (SI or 
S2 or S4) for temporarily storing said plurality of 
data packets . 
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17, Communication system according to claim 15 or 16, 
wherein the communication network (N) is a mobile 
communication network (MS, BSC, BTS, MSC) . 

5 18, Communication system according to one of the claims 

15 to 17, wherein the mobile communication network 
(MS, BSC, BTS, MSC) is a GSM network. 



19. Communication system according to one of the claims 
10 15 to 18, wherein said first communication unit 

(CU1 or CU2 or CU4) or said second communication 
unit (CU2 or CU4 or CU1) is connected between the 
communication network (N) and an Internet for 
transmitting data packets to a third data 
15 processing device (C3) and receiving data packets 

from the third data processing device (C3), 
respectively. 

20. Communication system according to one of the claims 
20 15 to 19, comprising interrupt message means (Nl, 

N2, MS, BTS, BSC, MSC) for generating an interrupt 
message (IM) indicating a time period during which 
a transmission via the mobile communication network 
is temporarily interrupted due to a handover 
25 procedure or other temporary interruptions. 

21. Communication system according to claim 19, wherein 
the interrupt message means (Nl, N2, MS, BTS, BSC, 
MSC) is a mobile station or a network node of the 

30 mobile communication network. 
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